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OAC

Data Protection

OAC is a registered Data Controller under the Data
Protection Act 1998. OAC is responsible for the observance
of the Data Protection Principles and for the procedural and
monitoring arrangements within OAC for compliance with
all the requirements.

The personal data held by OAC falls into several categories
and the main ones are:

m staff and associates of OAC as well as possible recruits
and past staff;

m  staff of businesses with whom OAC has dealings
such as suppliers, business clients, trade bodies,
professional advisers and regulatory organisations;
and

m individuals who hold investments, and other
individuals whose investment and insurance needs
are analysed by OAC in the course of its business as a
professional firm.

As a respected professional firm, OAC must ensure that
it has adequate information about its staff to meet the
reasonable expectations of its clients and regulators as well
as legal, statutory and insurance requirements. This may
involve holding some sensitive personal data namely details
of offences committed or alleged to have been committed
by any staff member. OAC also invites its staff voluntarily
to provide any personal details which they would like OAC
and its staff to be aware of if this would be relevant to
business and personal relationships and this could, at the
staff member’s option, include for example religious beliefs,
disabilities etc.

Where staff of businesses with whom OAC has dealings
are concerned, OAC’s needs are merely to hold contact
details including details of the positions held by the
different people with whom it may need to have dealings.
Processing of these details is limited to contact purposes
such as mailing lists for newsletters or determining who
needs to be contacted for a particular purpose. Where OAC
has electronic network links with individuals at another
business OAC needs to hold information required to
administer the network operations.

OAC provides highly structured private electronic network
facilities for its staff and many of the businesses with
whom it has dealings in order to facilitate the conduct of its
business. Large volumes of data and messages pass over
this network. OAC monitors the data and message traffic
in the capacity of a network administrator as well as in the
capacity of operator of its own business and as an employer.
OAC aims to make it clear to all those individuals affected
what roles it carries out in the operation of the network.

When OAC provides professional services to an individual
who holds investments, or to an individual whose
investment and insurance needs are analysed by OAC in
the course of its business as a professional firm, the only

data OAC obtains is that required to provide the required
service. The data will be obtained from the individual
directly or from elsewhere at the specific request of the
individual. Depending on the professional services which
may be required the personal data may include sensitive
personal data such as state of physical health.

Because of the nature of the professional services which
OAC provides, OAC needs to hold personal data about
many individuals who are not clients of OAC, sometimes
without the knowledge of the individual. This can include
some sensitive personal data. This situation arises because
OAC provides professional services to independent financial
advisers, insurance companies, regulators, solicitors,
courts of law and others who in the course of their
business need to consider the holdings of investments and
investment and insurance needs of individuals, sometimes
on the instructions of the individual but sometimes in an
adversarial, monitoring or other capacity. In the course
of operating its business OAC is passed personal data to
process. To quote some examples to indicate the range of
possibilities, OAC may advise a regulator who has drawn
a sample from the client list of an independent financial
adviser and wishes OAC to determine whether suitable
advice was given to the clients by the independent financial
adviser, or an individual may be seeking financial provision
from an ex-spouse and OAC is instructed by the individual’s
Solicitor to advise on the value of the pension benefits of
the ex-spouse.

When personal data is provided to OAC in the context of
OAC providing a professional service in one of the ways
described above, OAC adheres to professional standards of
using the personal data only for the purpose for which it is
provided. This facilitates adherence to several of the data
principles. Where OAC gathers information required for the
purposes of the professional services it is providing it only
gathers relevant information. Frequently OAC is provided
with a set of personal data and is required as part of its
professional services to determine what data is relevant
and what is not for the purposes of the professional
services it is providing. In that event OAC only makes
use of the relevant personal data. Frequently OAC has no
control over whether data is up-to-date and frequently OAC
is required to use historical personal data. OAC adheres to
normal professional standards in using relevant personal
data and where the personal data is required to be up-
to-date OAC uses up-to-date personal data. Because of
the nature of its professional services OAC normally needs
to keep all personal data which it has used, or which has
been submitted to OAC and OAC has decided not to use,
indefinitely in order to be able to demonstrate at any time
the validity of the professional services which OAC has
provided.

In practical terms OAC focuses pro-actively on five main
aspects of compliance with the Data Protection Act. First,
it notifies its use of data to the Information Commissioner.


http://www.oacplc.com/publications/pd0001au.pdf

Page 2

OAC Policy Document > PD0O001AU > Version 1.1

Second, it tries to deal only with reputable organisations and
where there might be any grounds for suspicion OAC is alert to
avoid being involved in what might be improper use of personal
data. Third, OAC seeks to adopt safe and accepted best practice
in its administration of electronic network operation and keeps
up-to-date with technical developments and emerging risks to
network integrity. Fourth, OAC monitors the systems and data
that it holds, and the access to and use of that data by its staff
in order to ensure that there is no misuse and that data is not
put at risk. Fifth, OAC ensures as an automatic element of its
professional work that such work does not involve automated
decision-taking without appropriate human involvement at an
appropriate professional level.

The seventh data protection principle requires appropriate
technical and organisational measures to be taken against
unauthorised or unlawful processing of personal data and against
accidental loss or destruction of, or damage to, personal data.
OAC complies by a combination of operating highly structured data
storage and handling arrangements and extensive continuous
monitoring of those systems. Accidental loss of personal data
meaning data being released outside OAC is controlled by very
restricted copying of personal data to paper and tight control
over access to electronic systems at all points.

Accidental loss of personal data, meaning that OAC no longer has
access to the data or it has been damaged, is controlled by use
of reliable software, constant monitoring of data integrity and
backup arrangements.
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OAC employs staff in the United Kingdom and overseas.
Overseas staff are employees of the United Kingdom business
and personal data passed to them is subject to the controls
applied to United Kingdom employees. The Office of the
Information Commissioner has advised OAC that data passed to
an OAC employee for processing is not considered to have been
transferred to another country.

OAC makes information about Data Protection legislation available
to its employees so that they are aware of OAC’s approach.

OAC is ready to provide access to personal data which it holds, on
request, subject to checking that the personal data may legally
be provided if the personal data was provided to OAC in the
course of adversarial proceedings or under regulatory monitoring
arrangements.

This statement is intended to provide an overview of OAC’s
compliance with its obligations under the Data Protection Act
1998. The Information Commissioner has stated that it is to be
expected that there will be some difficulties in understanding and
applying the new rules and that further detailed guidance is still
to be issued. OAC will monitor its compliance and be prepared to
take further steps as necessary to ensure continued compliance.
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